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Abstract

Related Work. Laudon in [22] discusses the idea that
individuals should own their personal information themselves and decide how this information is used. A point
made in [27] is that, although considering personal data the
owner’s private property is a very appealing idea, it would
be rather difficult to practically apply it and legally enforce
it. Our approach proposes an idea that has the same practical effect as considering personal data the owner’s private
property, but withdraws the legal objections involved with
this idea. The economic aspects of privacy are examined
in [28] where Varian argues: “It is worth observing that the
Fair Information Practices principles would automatically
be implemented if the property rights in individual information resided solely with those individuals”. The argument
that personal data would be safer at the user’s side is also
examined in [24].

We present a personal data management framework
called Polis, which abides by the following principle: Every individual has absolute control over her personal data,
which reside only at her own side. Preliminary results indicate that beyond the apparent advantages of such an environment for users’ privacy, everyday transactions remain
both feasible and straightforward.
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Introduction

As the use of computers and the Internet becomes more
popular by the minute, the issue of protecting one’s personal data is more essential than ever. The way electronic
transactions are conducted nowadays, makes it necessary
for the customer to give away her personal data to the service provider and hope that the latter will not use them in
a malicious way. In order to protect personal information,
several organizations and countries have issued privacy regulations, which should be followed in order for personal
information to be protected; the collectively referred to as
Fair Information Practices (FIP). Examples of important
FIP regulation frameworks are the Data Protection Directive 95/46/EC (henceforth referred to as The Directive) and
follow-ups like the Canadian PIPEDA and UK’s Data Protection Act (DPA).
In this work, we assert that it is feasible for electronic
transactions to work, whilst personal data resides at the individuals’ side. To support this claim, we design, build and
evaluate the prototype system Polis, which implements the
above principle. We show that Polis can satisfy important
data protection principles in a natural and efficient way and
describe how Polis can be integrated into online transactions to manage personal data. Preliminary results indicate
that the Polis approach can lead to a simple, scalable solution that can be beneficial to both individuals and service
providers.
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Different kinds of frameworks that are related to personal
data have recently been proposed or are in progress. In particular, privacy sensitive management of personal data in
ubiquitous computing is discussed in [14], storing personal
data in an individual’s mobile device is examined in [15].
Protecting personal data that is stored within a company
is considered in [26, 17]. More related to Polis is a rich
framework for privacy protection, proposed in [23]. This
framework is more complicated than Polis and is built on
the principle that personal data is kept inside a “Discreet
Box”, located at the service provider’s side. Other results in
this field, less related to Polis, can be found in [10, 3]. General surveys on privacy enhancing technologies are given
in [11, 13]. To our knowledge, Polis is the first general
framework for managing personal data only at the owner’s
side.
Outline. The rest of this work is organized in the following way: The Polis approach is described in Section 2. In
Section 3, the possible applications for Polis are discussed.
The Polis prototype is presented and evaluated in Section 4.
A final discussion is given in Section 5. Additional figures
and snapshots can be found in the Appendix.
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The Polis approach is based on the following principle:
“Polis-users are prohibited from storing any
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Polis is meant to be employed by privacy concerned internet users which fulfill the requirements of having:
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◦ A certificate from an approved Certification Authority.
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◦ A reliable, always-on access to the Internet, in order
for her agent to be always accessible.

Figure 1. The Polis architecture

At this point we consider it necessary to introduce a few
terms that will be used in the rest of this work:
• In Polis, personal data refers to primitive personal information of individuals like name, birth date, address,
etc. Personal data corresponds to what is called offline identity in [1]. Our focus is on privacy-enhanced
management of the off-line identity.

2.2

Schemes for personal data and policies

Critical components for a personal data management
framework like Polis are the schemes for representing personal data and policies. Some known schemes for personal data are P3P [29] and CPExchange [4]. Approaches
for policies related to personal data are also discussed
in [16, 17], while work on personal data and policy schemes
is in progress in [7].
We currently use schemes that are simple, yet powerful
enough, for the current needs of the Polis prototype. Examples of a personal data scheme and a policy, as used in
Polis, are shown in the long version of the paper [8]. There
are eight general categories of personal data in Polis, organized hierarchically, namely Name, BDate, Cert, Skill,
Characteristic, Home-Info, Business-Info and CreditCard.
Each of them has one or more subcategories. The terminology used is based on P3P for the user information part,
with the addition of the financial information (CreditCard)
taken from CPExchange, plus the extra personal information fields (Skill and Characteristic). Each entity stores its
personal data in a local XML document.
The components of a policy are the following:

• An individual Internet user is a potential customer who
can purchase either goods or services. This user can be
called individual, customer or data subject (according
to The Directive). We will use the terms individual and
customer, interchangeably.
• An entity that provides the aforementioned goods or
services can be called shop, company, service provider
or data controller (The Directive). We will use the
terms shop, company and service providers.
• Both individuals and companies can become Polisusers.
Every Polis-user is represented by a dedicated entity.
This entity can be used to instantiate a corresponding Polisagent, which is the main architectural component of Polis.
The agent is used to manage the personal data of the entity
and to provide controlled access to it. Service providers use
the agent to retrieve personal data from affiliated users. The
general architecture of Polis, as well as the constituents of a
customer agent and a shop agent are presented in Figure 1.
We would like to emphasize the following characteristics
of the Polis architecture:

• Principals: The Polis-entities.
• Data: Every single item of a user’s (Polis-entity) personal data.
• Purposes: The set of purposes that entitle principals to
retrieve data.

• From the service provider’s point of view, Polis provides a decentralized approach for the storage and
management of personal data.

• Usage restrictions: Additional restrictions exist that
limit access rights to a specific number of accesses or
a specific time interval, or both.

• On the contrary, from the customer’s point of view,
Polis is a fully centralized system, in the sense that
personal data is located and managed locally by the
owner’s agent.

Other important concepts of Polis are the licence and the
contract. A licence comprises of the data involved, the valid
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Objects

purposes that allow data retrieval, as well as the rules to
provide either full or restricted access. The use of licences
to protect personal data is discussed in [5, 21, 9]. A contract
concerns two principals and an arbitrary set of licences. An
agent can sign any number of contracts with an arbitrary
number of entities.
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The fact that a Polis-user’s personal data must be retrieved from the owner’s side every time it is needed, automatically fulfills many critical requirements found in privacy regulations. A detailed discussion of possible incentives and objections for Polis can be found in the long version of the paper [8]
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Figure 2. Polis in transactions with an e-shop

Polis in common transactions
specific purpose, at the specific time, using data licences [5].
A more challenging task would be to detect Polis-shops that
leak customer’s personal information. A relevant problem
is discussed in [12].
Due to the very nature of personal data, it seems that
once a service provider possesses some data, there is no
technically feasible way for absolute abuse prevention.
Consequently, apart from technical measures, we will have
to rely on market, legal and social dynamics for handling
personal data properly ([12, 2] and [14, Section 5.8.5]).
As far as violations from the user’s side are concerned,
if the terms of an agreement are violated and the individual
refuses to fulfil her contract defined obligation of providing
personal information, then the service provider can use her
customer-signed licence to prove entitlement to access the
data.

Let us describe a few common transactions that can take
place in the Polis-world, in order to display its functionality.
Online shopping can work effortlessly in Polis while protecting the user’s privacy. When a user has to fill in an order
form with her personal data, she instead provides the contact details for her agent. The agents of the shop and the
customer establish an agreement. A successful agreement
grants access to the customer’s private data only for the data
items and the amount of time needed to complete the order.
In Figure 2 the procedure of a Polis-transaction with an eshop is described.
Registrations can similarly take place in Polis without the
individual having to give away any personal data. Instead,
only the username and password fields have to be filled in,
while the agent handles the rest of the information. According to the agreed privacy policy, the website will have access
to the necessary information for specific purposes only.
In addition to the above examples, Polis can potentially be employed in other applications that involve personal data, like identity management systems [25] and egovernment platforms. The need for privacy protection in
e-business applications is stressed in [18]. The ease of employing Polis lies in the fact that it can work as middleware,
which takes care of the personal data exchange between parties in higher level applications.

2.5
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Prospective Applications for Polis

An infrastructure like Polis can be a realistic step in
the direction of effectively controlling personal information.
Apart from the direct gains of using Polis in every day electronic transactions, there are some interesting possibilities
for higher level applications that could utilize it.
Microtrades and Information Markets. The financial aspects of privacy are studied in several works like [22, 28,
19, 1]. Polis could be utilized to facilitate personal data exchange in personal-level microtrades between Polis-agents.
Polis-users can give permission to information gathering
companies to access (some of) their personal data, for an
agreed price. Each time a company needs to regain access to them, the agreed amount of money should be paid.
Furthermore, Polis could provide the ground for more advanced financial applications for personal data. The market
for personal data described by Laudon in [22] is an example of such applications. In particular, Laudon proposes the

Enforcement and Detection

An important aspect of every (electronic) contract is the
ability to verify and enforce that the parties will not violate
its terms. Polis can handle detectable privacy breaches, i.e.,
breaches for which data released to the shop finds its way
back to the individual who submitted that information [12].
In this case a Polis compliant shop must be able to present
evidence that those data were rightfully obtained for the
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so called National Information Market (NIM), where personal information can be traded in a National Information
Exchange. The adoption of a framework like Polis would
simplify the evolution of NIM-like infrastructures.
Privacy-enhanced ubiquitous computing. Online data of
an individual can be conveyed through her Polis-agent. In
this case, Polis could work as an open architecture for ubiquitous computing applications. For example, dynamic location information could be retrieved from the individual’s
Polis-agent, like the rest of her personal data.
Privacy-Enhanced personalization. An important feature
of services provided by web sites is personalization. Even
though most users are interested in personalization, their
privacy concerns are a serious obstacle to the wider use of
personalization [20]. Both approaches, either having customer data and personalization code only at the shop side,
or only at the customer side, have serious drawbacks. Polis
can support an intermediary solution to overcome many of
the difficulties involved. The personalization rules can be
executed on the shop-side while the customer data reside at
the customer-side.

4

retrieval operations have been performed. Due to limited
space this material can be found in the long version of the
paper [8].
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Discussion

In this work, we describe Polis, a conceptual data management framework which embodies a promising fundamental privacy principle. Polis aims at making storage of
personal data unnecessary for contemporary online transactions to work efficiently. This way, users will be able to
monitor and limit the distribution of their personal data, according to their needs and preferences. Furthermore, the
safety of stored personal data is enhanced and personal data
accuracy is ensured.
In conclusion, this work demonstrates the fact that it is
possible to deploy a security prototype like Polis, in order
to achieve significant privacy protection, in the current electronic world. We cannot expect Polis to become a panacea
for all kinds of privacy problems. However, we believe that
Polis has more advantages than disadvantages compared to
current practices for personal data management. Finally, it
is very encouraging that given only a few assumptions, the
transition to a personal data respecting way of conducting
online transactions, can be natural and smooth.

The Polis prototype

Polis is work in progress. The main objective of the
current prototype has been to demonstrate that electronic
transactions are feasible while personal data remain only
at the owner’s side. Preliminary experiments confirm the
above claim. Another technical objective of the development of the Polis prototype was to make its deployment
simple and friendly to contemporary information management practices. We believe that we have fulfilled the above
design goal adequately. In order to deploy Polis:
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