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Abstract In this work, we define the Nearest Doctor
Problem for finding the nearest doctor in case of an
emergency and present a privacy-preserving protocol for
solving it. The solution is based on cryptographic primitives and makes use of the current location of each participating doctor. The protocol is efficient and protects the
privacy of the doctors’ locations. A prototype implementing the proposed solution for a community of doctors that
use mobile devices to obtain their current location is presented. The prototype is evaluated on experimental communities with up to several hundred doctor agents.
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Privacy-preserving computation 
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1 Introduction
The advances in information and communication technologies (ICT) and the wide acceptance of electronic transactions for everyday tasks of individuals have a strong
impact on the use and protection of personal information.
Desktop and mobile computing technology, sensors and the
advances in database and storage technologies have
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increased the amount of personal information that is generated and the potential for this information to be (permanently) stored and processed. Any kind of personal
information that results as an outcome of electronic
activities of individuals, either personal or professional,
belongs to the category of personal data. Personal data is a
critical, valuable resource that has to be protected in order
to ensure the individual’s privacy rights.
The same advances in ICT that cause the generation of
more personal information also provide a vast potential for
emerging new applications that can use personal data in
favor of the individuals’ interests. Some examples are
personalized web services that automatically adapt to the
profile of an individual, and location-based services that
behave according to the individual’s current location or
context. Individuals, as well as the society as a whole, may
obtain significant benefits if personal data can be used
legitimately for rightful purposes. However, the use of
personal data should be done in a way that simultaneously
ensures their protection. Each individual has the right to
protect his privacy by retaining the control over his personal data and knowing who, when and why gets access to
his data. Furthermore, when an individual makes a transaction, only the minimum possible amount of personal
information that is needed to complete it should be disclosed. That is, release of personal data should be done in
such a way that only the absolutely necessary items are
disclosed and only when it is really needed. Moreover, the
disclosure should take place with clear terms on how the
personal data will be used.
A very interesting class of personal data is dynamic
personal data, such as the current location of an individual.
The recent progress in mobile device technology and the
advances in ubiquitous computing allow individuals to collect and process such dynamic personal data. This enables a
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new class of important applications. Consider, for example,
the location of an expert, and in particular a doctor. In case of
an emergency, the distance of the closest doctor could be
live-saving information. In August 2007, in the area of
Alexandroupolis, Greece, a 17-year-old boy was seriously
injured in his right leg. Vascular surgery was urgently needed. However, due to several administrative faults, no specialized doctor was available. Even worse, it took a long time
until it became clear that no specialized doctor could be
found, and only then the boy was transported to a hospital in
Thessaloniki. Unfortunately, due to the long delay, the
injured leg had to be amputated. Even with the transport
taking place, had the initial delay to find out where the
nearest specialized doctor is been avoided, the consequences
on the boy’s health might have been less serious [34].
In this paper, we focus on dynamic personal data and
examine the possibility of development of innovative
applications that exploit this kind of data, while ensuring
the privacy of individuals. To this end, we propose the
following problem, called the Nearest Doctor Problem
(NDP), to find the nearest doctor in case of an emergency.
In a hypothetical but feasible scenario, each doctor has a
personal agent where his current location is always stored.
In case of an emergency, the agents of all doctors interact
to identify the doctor who happens to be closer than any
other to the emergency location. We assume that the doctors may be off duty, and thus, the current location of each
doctor is sensitive personal data that should not be revealed
to anyone, including other doctors.
The NDP is an example of a privacy-preserving application based on dynamic personal data, the location of each
individual doctor. We propose a privacy-preserving solution that solves the problem without revealing the location
of any doctor. The individual who is anonymously identified as the closest doctor can then reveal his identity and
offer his services to the emergency event. The privacy
guarantees of this work concern the current location of
each doctor, which is the only personal information of the
participants (doctors) used in the computation. Our
approach solves the NDP without any doctor location being
disclosed; only a small amount of aggregate or anonymous
information about participants distances is leaked.
The solution that we propose for NDP makes use of
cryptographic primitives and decentralized computation
technologies. A basic assumption is that all doctors have at
their disposal a personal data management agent where
their current location is stored. Each agent is under the
control of its owner, and all personal agents are permanently connected to the Internet. We consider this
assumption feasible because, on the one hand, most modern smartphones (even low cost smartphones) are equipped
with a Global Positioning System (GPS) which allows the
users to monitor their current location and, on the other
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hand, the doctor agent can exist in a cheep, low-energy
consuming nettop or possibly even in the Asymmetric
Digital Subscriber Line (ADSL) router.
In case of an emergency, the agents of all doctors
execute a distributed computation to identify in a cryptographic safe way who is the closest doctor to the incident. For performance, scalability and fault tolerance
reasons and additionally for enhancing privacy the computation are executed in a fully decentralized way. The
agents/nodes are (self-)organized in a distributed topology.
To achieve this, we employ techniques from the field of
Peer-to-Peer (P2P) networks. The use of P2P techniques
allows us to satisfy the requirements of high scalability of
the system and to reduce the risk for privacy breaches. We
apply techniques that have been developed by Stamatelatos
et al. [32] and are based on the well-known Chord [33]
architecture for P2P networks.
The NDP is an illustrative example of an application
where personal data can be used for a common good
(public health), whereas at the same time the privacy of all
involved individuals is preserved. We believe that many
new applications can emerge from the same principle of
simultaneously using and protecting personal data. For
example:
•

First aid in case of a car emergency. The European
Union has launched the eCall project [13] for dealing
with the ability of providing assistance in case of car
emergencies. The project’s goal is to deploy a hardware
black box installed in vehicles that will send an
emergency request in case of an accident on the road.
The request will be transmitted over wireless communication technologies like the Global System for
Mobile Communication (GSM) and will include information like the GPS coordinates of the emergency
location, airbag deployment and impact sensor information. An additional action could be to search whether
anyone in the nearby cars could offer first aid (who
would be entitled to offer help in such cases is an issue
that is out of the scope of this work). However, the
location of a vehicle is private information, and so the
search for nearby cars has to be done in a privacypreserving way. An approach like the NDP solution
presented in this work could be used to identify a
nearby car. A different problem, probably easier than
NDP, would be to warn all nearby cars to slow down.

•

Police or fire emergency. In case of a police or fire
department emergency, a policeman or a fireguard who
is not on duty and happens to be near the event location
might be able to provide critical services if he is
informed about the emergency. At the same time, since
the individual (policeman or fireguard) is not on duty,
the exact location of a person is sensitive personal data
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and nobody has the right to know it. A solution like
NDP could identify such an individual (with his
consent). The individual would be contacted by his
own agent only if he is the closest person and if he is
close enough to be able to help in such an emergency.
Related work The Active Badge Location System [35]
was the first indoor location system for contacting people in
an office environment. The system raised issues on location
privacy at work. Extensions of the initial system and followup projects [36] offered enhanced features to the users for
controlling the way their location data are accessed. However, all these systems assume a trusted server that manages
the location data. A system that assumes a decentralized
control of personal data is the Cricket Location-Support
System [27]. Cricket describes an approach that offers an
individual the option to learn his physical location within a
building (that offer the Cricket service). The user can then
decide to whom he discloses his location. This approach
offers a better control over who obtains the location information of the individual. However, if the user wants to
actively use his location information to perform some task,
he has to disclose it. An approach like Cricket could be used
to allow individuals to learn their location when they are
within buildings where GPS cannot be used. All the above
location systems are for indoor applications.
The privacy concerns for applications like NDP are even
more critical since they apply to individuals who may be in
their private time and not only at their office but at any
location. Therefore, we present a privacy-preserving solution
for NDP. The solution is based on secure multi-party computations (MPCs), that is, computations that receive input
from two or more parties and calculate the output without
revealing the input of any participant. General models for
MPC have been proposed in the seminal work of Yao [37] and
in follow-up works. However, the general models are practically inefficient. More efficient approaches are being developed for specific applications like, for example, the approach
by Yokoo and Suzuki [2, 38]. A first large-scale and practical
application of multi-party computation took place in Denmark in January 2008 [3]. A centralized approach using four
separate servers was used to implement an electronic double
auction that enabled Danish farmers to trade contracts for
sugar beet production on a nationwide market. The NDP
solution presented in this work is a decentralized, efficient
privacy-preserving scheme for the NDP.
Outline The rest of this paper is organized as follows. In
Sect. 2, we define the NDP. In Sect. 3, we present in detail
the proposed solution for the NDP and propose an effective
network topology in which the NDP protocol can be executed. In Sect. 4, we discuss the protocol’s security
under the Honest-But-Curious and Malicious models. The

77

prototype implementation is presented and evaluated in
Sect. 5. In Sect. 6, we discuss problems and issues related
to the acceptance and the employment of a solution like
NDP. Finally, conclusions of this work are given in Sect. 7.

2 The NDP problem
In this section we define the Nearest Doctor Problem
(NDP). The main goal of NDP is to find the nearest doctor
without violating the privacy of doctors. The personal data
which are needed for the NDP computation are the exact
locations of all doctors. An instance of the NDP consists of
the following:
•
•

•

N doctors D1 ; D2 ; . . .; DN .
For i ¼ 1; 2; . . .; N, let Li be the current location of
doctor Di. For instance, the location Li may be the exact
GPS location of the doctor, obtained from a portable
GPS device.
The NDP lookup function: In case of an emergency,
(the agents of) all doctors perform a distributed
privacy-preserving computation.
•
•

Input: The location Lem of an emergency.
Output: At the end of the computation, the doctor
who is the nearest one to the location of the
emergency becomes aware of this fact and can offer
his services.

3 A solution for NDP
We describe a distributed privacy-preserving computation for
solving the NDP. An overview of the architecture of the
solution is presented in Fig. 1. The communication between
entities in our architecture is performed over secure sockets
(SSL/TLS) with both server and client authentication enabled.
At the heart of our approach is a cryptographic protocol for a
secure distributed computation.
3.1 Assumptions
We make the following plausible assumptions:
•
•

Every doctor has a personal data management agent
with permanent access to the Internet.
The current location of each doctor is known by his or
her personal agent.

3.2 Security model and privacy
We first define the security model and the kind of privacy
that is achieved and then proceed with the description of
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Fig. 1 The architecture of NDP solution

the distributed computation in the next section. We will
show that the proposed protocol is safe in the Honest-ButCurious (HBC) model, that is, the doctors are assumed to
follow the protocol steps but also may try to extract additional information (see Definition 3). The HBC model is
commonly used in cryptographic protocols and is well
suited for the NDP, since the participants are certified
doctors. In Sect. 4.2 we go beyond the HBC model and
examine how to handle some cases of malicious user
behavior.
Regarding privacy, there are two distinct problems that
arise in the setting of privacy-preserving computations [23]:
•

•

The first is to decide which functions can be safely
computed, where safety means that the privacy of the
participants is preserved if the result of the computation
is disclosed. We will assume that the outcomes of the
distributed computations do not violate the privacy of
the participating doctors and will not further consider
this problem in this work.
The second is how, meaning with which algorithms and
protocols, to compute the results while minimizing the
damage to privacy. For example, it is always possible to
pool all of the location data in one place and run the
computation algorithm on the pooled data. However,
this is exactly what we do not want to do; doctors, and
any individual in general, would not agree to continuously disclose their location data. The focus of our
work is exactly on this problem.

Thus, the question we address is how to identify the
nearest doctor without pooling the location data, and in a
way that reveals (almost) nothing else about the distributed
computation.
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3.3 The NDP service
At the application level, the NDP solution is offered as a
service through a dedicated node, called the NDP Service
Gateway (NSG). When an individual is in an emergency,
the following steps take place (Fig. 2):
•

•

•
•

The individual or some authority submits a request with
the emergency incident to the NDP Service Gateway
(NSG). The request contains the current location of the
individual (e.g., the exact geographic coordinates) and
possibly additional information about his identity, his
current condition, etc. Note that in the NDP, the
location of the emergency is not considered private.
The NSG is an access point that accepts the request and
forwards it to an agent of the doctor’s community. The
agent which receives the request from the NSG takes
the role of the root node for the particular computation.
The root node coordinates a distributed computation
that calculates the distance of the nearest doctor.
At the end of the distributed computation, the agent of
the doctor who is the nearest to the location of the
emergency becomes aware of this fact and contacts the
NSG to declare his readiness to offer help.

3.4 Outline of the distributed computation
We present a protocol for a secure distributed computation
that solves the NDP. The protocol does not disclose the
location of any doctor; only a small amount of aggregate or
anonymous information is leaked. The computation consists of three main phases (Fig. 2).
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Fig. 2 Interaction diagram of a
nearest doctor calculation
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In Phase 1, the closest interval containing at least one
doctor is found.
In Phase 2, the distance of the nearest doctor and an
associated random ID are found.
Finally, in Phase 3, the doctor who owns the random ID
realizes that he is the nearest doctor and contacts the
NSG to offer his help.

Broadcast Message
Encrypted Results

We provide a summary of each phase of the
computation.
•

Phase 1
•
•

•

Input: The location Lem of the emergency.
Output: An interval I containing the minimum
distances in which there is at least one doctor and at
most K doctors, where K is a given constant (e.g.,
K = 5).
Description: The NSG chooses a node as the root
node for the particular computation and sends the
location Lem of the emergency to it. Then, the root
node sends a broadcast message to the agent
community that starts the distributed protocol and
initiates Phase 1. The protocol is executed on a
logical binary tree topology that contains all doctor
agents (nodes) as leaves (Fig. 3), and some of them
also act as intermediate nodes (see Sect. 3.7 for
details).
Phase 1 may last for several rounds. In each round,
the root node collects the (intermediate) result of
the computation as an encrypted message and sends
this message to the NSG. The message is encrypted
with the public key of the NSG, which has to be
known to all nodes. Let CountD be the number of
distances that belong to the interval of minimum
distances. The NSG decrypts the result and obtains

N Doctor Agents

Fig. 3 A binary tree topology
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Fig. 4 Example of Phase 1

CountD. If CountD [ K, then the computation is
repeated in a new round, this time within the
interval that has been found. This procedure continues until an interval that contains the closest
CountD doctors, where 1 B CountD \ K, is found.
An example of this procedure where the appropriate
interval is found in two rounds is shown in Fig. 4.
In Sect. 3.5 we describe in detail the protocol of
Phase 1 and show that it ensures k-anonymity (see
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Definition 5), where k = N and N is the number of
all nodes in the network, for the participants of the
protocol.
•

Phase 2
•
•

•

•

Input: The interval I from Phase 1.
Output: The—anonymously collected—exact distances of the CountD nearest doctors and the
associated random IDs.
Description: In this phase, the NSG sends the
interval I of Phase 1 to the root node which in turn
sends a broadcast message to announce the interval
I to the agents. Each agent whose distance is in the
interval I responds by anonymously sending a
message to the NSG. The message is encrypted
with the public key of the NSG and contains the
exact distance of the agent and a random ID (a
nonce, i.e., a number used once). For example, by
an universally unique identifier (UUID), the probability of collisions is practically negligible. Moreover, even if a collision would occur, the NSG
would detect it and repeat this phase. The anonymous transmission is achieved with onion routing
[29] techniques. More information about onion
routing is given in Sect. 3.6. The NSG collects all
anonymous messages and finds the distance of the
nearest doctor and the associated random ID. Since
the messages are anonymously sent, k-anonymity is
preserved in this step; assuming that no background
information about the participants of the computation is available, the privacy of doctors is preserved.

uses the ElGamal public key cryptosystem [24] and its
homomorphic encryption property. Other homomorphic
public key cryptosystems like the Paillier cryptosystem [25]
can be used in our protocol in place of ElGamal.
Definition 1 (Homomorphic Encryption) Homomorphic
Encryption is a form of encryption where one can perform
a specific algebraic operation on the plaintext1 by performing an (possibly different) algebraic operation on the
ciphertext2. The concept was introduced by Rivest et al.
[31]. A fully homomorphic cryptosystem [15, 16] supports
both addition and multiplication, whereas a partial homomorphic cryptosystem supports only one operation, for
example, addition or multiplication.
Definition 2 (ElGamal Cryptosystem) The ElGamal Cryptosystem uses an asymmetric key algorithm for public key
cryptography which is based on the Diffie-Hellman
key agreement3. The ElGamal cryptosystem is a partial
homomorphic cryptosystem which supports multiplicative
homomorphism.
The homomorphic property of the ElGamal cryptosystem is shown in the following equation:
Eðx1 Þ  Eðx2 Þ ¼ ðgr1 ; x1  hr1 Þðgr2 ; x2  hr2 Þ
¼ ðgr1 þr2 ; ðx1  x2 Þhr1 þr2 Þ ¼ Eðx1  x2 Þ;
where x1 and x2 are two plain messages, (G, q, g, h) is the
ElGamal public key, G is a cyclic group, q is a large prime
integer, g is a generator of the group G, h = gx is part of
the public key and x is the private key, r1 and r2 are two
random numbers where r1 ; r2 2 f0; . . .; q  1g, and EðmÞ ¼
ðgr ; m  hr Þ is the encryption of message m.

Phase 3
•
•
•

Input: The random ID associated with the distance
of the nearest doctor.
Output: The owner of the random ID realizes that
he is the nearest doctor D*n and can contact the NSG.
Description: The NSG sends a message containing
the random ID of the distance of the nearest doctor
to the root node. The root node broadcasts the ID to
the agents’ network. The doctor who generated the
ID becomes aware of the fact that he is the nearest
doctor and contacts directly the NSG.

3.5 A privacy-preserving protocol for Phase 1
We present a cryptographic protocol that finds the first
interval of distances in which there is at least one doctor. The
protocol uses a trick to encode distance values which has been
applied by Yokoo and Suzuki [38] for a secure dynamic
programming protocol. Moreover, the cryptographic protocol
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3.5.1 The protocol
The protocol accepts three parameters: the minimum distance minDist, the maximum distance maxDist and the
number n of subintervals. These parameters are used to
partition the interval of distances (minDist, maxDist) into a
set of n consecutive subintervals. For simplicity, we use
subintervals of equal size, but it is straightforward to adapt
the approach, for example, to geometrically increasing
subintervals. The outcome of the protocol is the first subinterval that contains (the distance of) at least one doctor.
In the protocol, each subinterval is represented with a
ciphertext, and the whole set of subintervals is represented
with the ordered list (or tuple) of the corresponding ciphertexts. Overall, each message has n encrypted numbers,
1

Plaintext: (in cryptography) an unencrypted message.
Ciphertext: (in cryptography) an encrypted message.
3
The Diffie-Hellman key agreement [10] is the first practical method
for establishing a shared secret over an unprotected communications
channel.
2
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max Dist

min Dist

as many as the subintervals into which the initial interval is
partitioned. Such a message containing the ordered list of
n ciphertexts passes through each agent.
Each agent prepares its own ordered list of ciphertexts as
follows: For doctor Di, where i ¼ 1; 2; . . .; N, let ‘i 2
1; 2; . . .; n be the number of the subinterval that contains
the distance of the doctor. Then, the ciphertext for the ‘i
first subintervals are encryptions of the number ‘‘1’’, and
the ‘i ? 1 subinterval is encryption of a number z, where
z [ 1 is a fixed value known to all agents. For example,
z might be z = 2. For the rest of the n - (‘i ? 1) subintervals, the ciphertexts are encryptions of uniformly chosen
random powers of z. An example of a local message is
shown in Fig. 5.
When the agent receives the accumulated message, it
calculates the new accumulated message as the product of
the respective ciphertext of the local message and the
accumulated message. The outcome, that is, the new
accumulated message, is then forwarded to the next node
or nodes.
The distributed computation is performed on a logical
binary tree topology in which the leaves of the tree are the
N doctors’ agents. The depth of the tree is dlog2 Ne and so
the accumulated outcome is computed with a reduce
operation that requires dlog2 Ne þ 1 parallel computation
steps.
The general form of the final accumulated message is
shown in Fig. 6. Let L be the index of the last ciphertext
that is an encryption of the number ‘‘1’’. Then, the value of
L indicates that the first L - 1 subintervals are empty (no
doctor is located at a distance within these intervals) and
subinterval L is the first non-empty subinterval. The
exponent k of the number in the (L ? 1)-th ciphertext
reveals the number of doctors in this subinterval. The

distance

E (1)

E (1)

E( zr1 )

E (z )

n

max Dist

min Dist

Fig. 5 The local message of a doctor Di

First non - empty in terval

E (1)

E (1)

E( z k )

L
Fig. 6 The final accumulated message

E ( z r1 )

n L

ciphertexts of higher subintervals are encryptions of some
random powers of z and are ignored. The NSG decrypts the
final message and obtains the first non-empty interval and
the number of doctors in it.
3.6 Onion routing
In Phase 2 of the distributed computation, we use onion
routing [29], a popular technique for anonymous communication over a network. A simplified description of onion
routing is as follows: a node that wants to send a message
to another node does not send the message directly to its
destination. Instead, the sender chooses a random path that
passes through intermediate nodes and terminates at the
destination node. Moreover, the sender encrypts the message repeatedly with the keys of the intermediate nodes. So
the message is packed with multiple layers of encryption
and looks like an ‘‘onion’’. Each intermediate node that
receives the message takes away a layer of encryption to
reveal routing instructions and sends the message to the
next router where this process is repeated. This prevents
intermediary nodes from knowing the origin, the destination and the contents of the message.
The advantage of onion routing is that it is not necessary
to trust each cooperating onion router (intermediate node);
if one or more, but not all, routers are compromised, the
anonymity of the communication is preserved. This is
because each router in an onion routing network accepts
messages, re-encrypts them and then forwards them to
another onion router. An attacker with the ability to monitor every onion router in a network might be able to trace
the path of a message through the network, but an attacker
with more limited capabilities will have difficulty even if
he controls one or more onion routers on the message’s
path.
In order to accomplish the anonymity for sending a
message like we described in the Phase 2 (Sect. 3.4), one
option is to use the Tor network [11], a widely used,
general purpose platform for onion routing. Another option
is to implement an onion-like or some other anonymity
providing mechanism within the agent community, where
each agent forwards its messages through other random
agents of the agents community. In the current implementation of the NDP solution, we applied the latter
approach (see Sect. 5).
3.7 Network topology
A critical component of the NDP solution is the logical
network topology of the agents. The network topology must
be scalable, reliable and should support privacy-preserving
communications and computations of the agents. We
address the above requirements by employing networking
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technologies from the field of Peer-to-Peer (P2P) networks.
In particular, we apply techniques that have been developed
by Stamatelatos et al. [32] and are based on the well-known
Chord [33] topology for P2P networks.
The network topology has the following features: The
agents are organized into a logical ring that serves as the
backbone of the topology. Each node in the ring knows its
predecessor and its successor. Actually, for increased tolerance to node changes/failures, each node keeps links to a
set of successors. In addition, each node maintains a set of
links, called fingers, to nodes at geometrically increasing
distances in the ring. These links allow the network to
behave as a logical binary tree topology. An example of the
embedding of a binary tree topology into the logical ring of
the Chord-like architecture is shown in Fig. 7. Similar
approaches to embed a virtual tree topology on a chord P2P
network are used, for example, by Karger and Ruhl [21].
The proposed network architecture provides a fully
decentralized and scalable network topology for the doctors’ agents. The links of existing nodes and the establishment of the links of new nodes are accomplished with
stabilization procedures that are similar to the typical stabilization procedures of Chord P2P networks.

4 Preserving privacy
In this Section, we examine the security properties of the
proposed NDP protocol. We first consider the Honest-ButCurious (HBC) model and show that the protocol preserves
the location privacy of the doctors in this model; only a
small amount of aggregate or anonymous information is
leaked. Then, we examine scenarios with malicious users
and discuss how these can be handled.

protocol properly, but may keep intermediate computation
results, for example, messages exchanged, and try to
deduce additional information from them other than the
protocol result.
Definition 4 (Malicious model) In this model, there are
no by default restrictions on what actions an adversary can
take; the adversary may behave arbitrarily. It may, for
example, submit any value as input to the computation or
even abandon the protocol at any step. See the definition
given by Kissner and Song [22] or the more detailed
treatment by Goldreich et al. [17].
To prove that the protocol preserves privacy, we show
that it satisfies the criterion of k-anonymity.
Definition 5 (k-anonymity) A simple definition of
k-anonymity [5] in the context of this work is that no less
than k individual doctors can be associated with a particular
personal location.
4.1 Privacy in the HBC model
We first note that the doctors do not use their location in
the protocol but only their distance to the location of the
emergency. Then, the security of the ElGamal cryptosystem and its homomorphic property ensure that the distances
cannot be associated with any particular doctor. Finally, the
security of onion routing protects the anonymity of the
nearest doctors that disclose their distances in Phase 2.
Below, we discuss in detail the preservation of privacy in
each phase of the distributed computation.
•

Phase 1
•

Definition 3 (Honest-But-Curious (HBC)) An HonestBut-Curious party (adversary) [1] follows the prescribed
Fig. 7 Embedding of a binary
tree into the logical ring

Each doctor uses his private location and the
location of the emergency to calculate his distance
to the emergency event. Consequently, only the
distance is used in the distributed computation, not
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the private location itself. Moreover, the doctor
does not use the exact value of his distance but only
the subinterval in which this distance belongs.
Each agent cannot obtain information from the
accumulated message that it receives, because the
contents of the message are encrypted with the
public key of the NSG using ElGamal encryption.
All ciphertexts of the accumulated message are
altered by each node, even the ones that are
multiplied with an encryption of the number ‘‘1’’.
At the end of each round, the final accumulated
message reveals the number of doctors in the first
interval that contains at least one doctor. No exact
location and not even any exact distance is
disclosed. Moreover, since no individual doctor
can be associated with the doctors in this first
interval, Phase 1 preserves k-anonymity, where k is
equal to N, the total number of agents in the
network. Thus, the aggregate information disclosed
in Phase 1 does not violate the location privacy of
the doctors.
Note that each round of Phase 1 is a secure multiparty computation that reveals to the NSG the first
non-empty interval and the number of doctors in it.
This is an immediate consequence of the security
of the ElGamal cryptosystem. Moreover, the first
non-empty interval of each round is announced to
all doctors (either in Phase 1 or in Phase 2). In
conclusion, the outcomes of each round of Phase 1
leak a small amount of aggregate information
about the distances of the participating doctors
(Table 1).

Phase 2
•

We make the plausible assumption that onion
routing works reliably. More details on the security

Table 1 The scope (columns) of the critical data items (rows)
Data items

Participants
NSG

Doctors
All

CountD-closest

Doctors’ location

·

·

·

Emergency location

4

4

4

4
4

4
·

4
·

4

·

·

4

·

·

Phase 1 (each round)
Closest interval
Number of CountD
Phase 2
Exact CountD distances
Phase 3
Nearest doctor D*n

•

•

of onion routing can be found in [11]. Then, the
security features of onion routing ensure that the
exact distances of the doctors in the first interval are
anonymously sent to the NSG. Hence, k-anonymity
for k = N is preserved in this phase too.
We consider the anonymous disclosure of exact
distances an acceptable trade-off between efficiency
and privacy protection. However, there is the
possibility that even an honest NSG may attempt
to combine background knowledge with the specific
distances to try to identify doctors who live at such
a distance from the emergency location. This
leakage could be mitigated or avoided if we used
less accurate distances in Phase 2 or a more
complex protocol among the closest CountD doctors’ agents (see Sect. 4.2.2).

Phase 3
•

In this phase, the random ID associated with the
closest distance is announced to the network. The
agent that recognizes that it is the owner of this ID
can now directly contact the NSG and reveal its
identity. The ID does not leak information to any
other node.

A summary of the critical data items of our solution and
to which of the participating entities these items are disclosed is given in Table 1.
4.2 Malicious users
In this section, we examine scenarios with malicious users
and discuss how and to what extent the NDP protocol
can handle them. The classic results [18, 19] on secure
multi-party computation show how to convert a secure
multi-party computation of the semi-honest model into a
computation in the malicious model. However, the conversion introduces a significant computational overhead
since it requires each participant to validate every message
by supplying an appropriate zero-knowledge proof that the
message is consistent with the protocol specification. In
general, a zero-knowledge proof [28] is an interactive
method for one party to prove to another that a statement is
true, without revealing anything other than the veracity of
the statement. This overhead caused by the zero-knowledge
proofs raises important practical issues, especially for
distributed computations with a large number of nodes as
in the case of the NDP.
Instead of using a heavy general conversion technique to
handle malicious users, one may consider deriving some
proprietary approach for the NDP protocol. In the context
of homomorphic encryption, there are examples of
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practical problem-specific solutions that can tolerate
malicious behavior. For example, in [8, 9] zero-knowledgebased proofs are used within a secure multi-party computation with homomorphic encryption to handle malicious
users. However, the above approaches require each node to
publish the encryptions of its values to all other nodes of
the doctors’ network and to execute all the products of
ciphertexts. In our case, this is impractical due to the large
number of agents.
A straightforward approach could be to handle the
complexity of the computationally demanding protocol for
malicious nodes by executing the protocol within smaller
user groups of NDP nodes (Fig. 8). Such a hybrid solution
could be used to assure the tolerance of the NDP protocol
against a small number of malicious users. We will
describe such an approach in Sect. 4.2.1. Moreover, in
Sect. 4.2.2 we present an improvement of Phase 2 to avoid
the anonymous disclosure of the smallest exact distances.
However, we first examine three specific examples of
malicious behavior, and then we consider the hybrid
approach as a more general solution to handle malicious
users in the NDP protocol.
We shortly discuss the case of a malicious NSG and then
proceed to scenarios with malicious nodes. A malicious
NSG could collude with any malicious agents to uncover
data of neighboring (in a particular computation) agents.
Fortunately, such a malicious NSG behavior can be
effectively handled by employing a threshold decryption
model [6, 14] for the ElGamal Cryptosystem. Using
threshold decryption is a classic defense in e-voting systems with the purpose to protect their voting process
against malicious coordinators and can be applied within
our solution too. In such a case, the NSG instead of merely
decrypting the encrypted result uses n parties (the NSG

C

C

•

•

P

9

P

could be one of them) with their secret keys, so that at least
t parties, where t B n, are required to decrypt the final
result. We will not further address malicious NSG behavior
in this work. Instead, we focus on the community of the
doctor agents and examine the following cases of malicious
agent behavior.

9

C

P

Groups of R=3 nodes

P

9

9

P

Product

C

Check the previous
products
P

P

9

9

Fig. 8 The execution of Phase 1 on groups of R = 3 nodes
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P

•

Case 1: A user (doctor agent) maliciously or unintentionally reports an erroneous close distance to the
emergency incident. As a consequence, this doctor might
be wrongly chosen as the nearest doctor, and the actual
nearest doctor might not be informed to offer his help.
A possible solution for this case is to modify the NDP
computation of Phase 1 to find a larger number of
nearest doctors. For example, the protocol could search
for the CountD nearest doctors, where m is a fixed
number and m B CountD \ K. That is, if the current
closest interval contains less than m doctors, then Phase
1 will continue by extending the interval to include
larger distances until CountD is within the specified
range. Note that a malicious node would presumably not
show up in Phase 3 of the NDP protocol where it has to
reveal its identity. Thus, when there are at most m - 1
malicious users, the NDP protocol will succeed in
finding the actual nearest doctor.
Case 2: A malicious user incorrectly modifies or
replaces ciphertexts in the accumulated message of
distance intervals of Phase 1. In other words, the user
maliciously modifies the accumulated data from the
inputs of the preceding users. Note that none of the
doctors’ agents can see the contents of the accumulated
message, but it can change the accumulated message or
replace any of its items when the accumulated message
is in the possession of the agent. Consequently, the
NSG may obtain at the end of the round a wrong
number of doctors in the nearest distance interval or
even a wrong nearest distance interval.
The impact of the malicious modification of the
ciphertexts depends on many parameters, including
the location of the malicious user in the virtual tree of
the distributed computation and the difference between
the correct and the falsified contents of the ciphertext.
The most likely consequence is that the NSG may
wrongly decide to proceed or not to Phase 2. In Phase 2
it will become evident that something is wrong if the
number of doctors that anonymously reveal their exact
distances or the distances themselves does not satisfy
the results of Phase 1.
Case 3: A node of the virtual tree topology does not
correctly execute the communication operations of the
protocol. By definition, a malicious node may not
follow the communication steps of the protocol. For
example, the node may receive the accumulated
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message during the execution of protocol and then not
forward this message to next nodes of tree topology. As
a result, the distributed computation will not run
correctly.
This type of misbehavior can be handled at the network
topology level. A fault-tolerant network topology can
detect whether the communication is delayed at some
nodes and handle these cases as node failures. In the
current prototype, we assume that all nodes of the
network topology are reliable.
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If the results that a node receives from the nodes of the
child vertex are not identical, this indicates the existence of
malicious behavior. The hybrid scheme will successfully
detect such malicious behavior if there are at most R - 1
malicious nodes. Actually, even a much larger number of
malicious nodes will be detected as long as at most R - 1
malicious nodes belong to the same group. Moreover, if at
least R/2 ? 1 nodes of a child vertex give the same results,
then the nodes of the parent vertex may resolve this issue
with a simple majority criterion and proceed with the
calculations of the NDP protocol.

4.2.1 A hybrid approach

4.2.2 An improvement for Phase 2

In the hybrid approach the agents are organized into groups,
where each group consists of R agents. As shown in Fig. 8,
each group of agents corresponds to a vertex of the virtual
tree topology. The value of R determines the level of tolerance that we wish to achieve against malicious users. We
present the hybrid approach in order to give some hints
about how to address malicious user behavior in the context
of NDP; we do not provide the full details of such a solution.
Within each group of nodes, we can apply a zeroknowledge proof that an encrypted message lies in a given
set of messages against malicious behavior. This type of
zero-knowledge proofs has been successfully applied in
secure e-voting systems [4, 7], and it is straightforward to
apply them within our protocol. With such an approach, the
R nodes of each group would exchange the encrypted
representations of their distance, and each agent would
verify that the encrypted values of subintervals lie in the
public set S = {1, z}. No information about the actual
value of the encrypted messages would be revealed. We
note that we may have to adapt the form of the local
encrypted messages in order to simplify the zero-knowledge proofs within the groups. For example, an appropriate
form for the local message could be ð1; . . .; 1; z; 1; . . .; 1Þ.
Such an approach will cause higher leakage of aggregate
data to the NSG but allows us to simplify the zeroknowledge proof. Since each group of nodes is a clique
graph with R(R - 1)/2 edges and each pair has to exchange
a constant number of messages, the overall verification will
require O(R2) communications between the nodes.
Next, each node of the group independently calculates
the accumulated message of the group node and sends its
output to each of the nodes of the parent vertex in the
virtual topology. This step requires R2 messages. Finally,
each of the agents of the parent vertex independently verifies the correctness of the received messages by checking
whether the received partial results from the R nodes of the
child vertex are identical. Overall, each node of a group
will receive messages from 3R - 1 nodes and send messages to 2R - 1 nodes.

As noted earlier, there is a leakage of data to the NSG in
Phase 2, namely the disclosure of the exact distances of the
CountD nearest doctors. Even though the distances are
reported anonymously, if the NSG combines them with
background knowledge, for example, on the addresses of
the doctors, it may potentially identify some of the doctors.
We describe a sketch of a solution to the above problem.
The solution that we propose is based on a cryptographic
protocol—ciphertext comparison [26]—that can compare
two ciphertexts without revealing the two encrypted messages. The protocol is valid both in the Honest-But-Curious
(HBC) and the Malicious model. The main idea is that a
(small) set of independent parties (instead of a single NSG)
share the responsibility to coordinate the comparison process and that the correctness of the comparison can be
publicly verified.
In the improved Phase 2, the only modification would be
that the doctors’ agents would have to encrypt their exact
distances in an appropriate form given by Peng et al. [26].
This encryption is performed with the common public key
of the independent parties. In our case where we have
CountD encrypted distances, in total CountD - 1 secure
comparisons are required to find the encryption of the
smallest distance or CountD  logðCountD Þ secure comparisons to sort the encrypted distances. Finally, the random
ID of the doctor corresponding to the encrypted smallest
distance can then be used in Phase 3. The above comparison process remains efficient for a small number of
CountD distances.
5 Experimental results
To confirm the feasibility of the NDP solution and examine
its practical efficiency, we developed and evaluated an
NDP prototype. The application is developed in Java, and
for the cryptographic primitives, the Bouncycastle [20]
library is used. In the prototype, the current location of
each doctor is stored in his personal data management
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agent, which is an adaptation of the personal agents of the
Polis platform developed by Efraimidis et al. [12]. The
personal agents use production-ready cryptographic
libraries and employ 1024 bits RSA X.509 certificates. The
communication between agents is performed over secure
sockets (SSL/TLS) with both client and server
authentication.
In the next subsections, we first describe a toy-case
example with four doctor agents to illustrate the process of
execution of the NDP protocol. Then, we present a set of
larger-scale experiments with up to 300 doctor agents. In
both experiments, we implemented an anonymity mechanism for Phase 2. For simplicity, we used a simple Crowdslike [30] approach where each message is initially passed
to a random agent which in turn randomly decides to forward the message either to the receiver or to another randomly chosen agent. More precisely, each doctor agent
whose distance belongs to the closest interval identified in
Phase 1 prepares a message with its exact distance and
encrypts it with the public key of the NSG. The agent then
sends this message to another random agent of the agent
community. Let us call the recipient, an intermediate agent.
Each intermediate agent uses the multiplicative homomorphic property to multiply the encrypted message with
the number ‘‘1’’. This changes the ciphertext but leaves
the encrypted plaintext unchanged. Then, with probability
‘‘1/3’’ the intermediate agent forwards the message to the
NSG and with probability ‘‘2/3’’ to another, random,
intermediate agent. Since we assume Honest-But-Curious
nodes, this Crowds-like algorithm seems to protect the anonymity of the original sender. However, we do not claim
strong security properties of the above algorithm; it simply
serves the experimental evaluation of the NDP solution.
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of the closest doctors of Phase 1 and z is a fixed number
used in the encryptions of the intervals.
The NSG chooses an agent node, in this case
‘‘Agent_1’’, as the root node and forwards the location of
the emergency event to this node. The coordinates of the
location of the emergency of the experiment are
Lem = [41.140110, 24.913660], and the exact distances of
the four agents from this emergency location are the
following:
Agent 1 ) 17:544817 km
Agent 2 ) 53:157742 km
Agent 3 ) 25:797003 km
Agent 4 ) 66:221868 km
The cryptographic protocol starts with Phase 1. In the first
round the interval of distances (in km) [0, 75] is partitioned
into five equal intervals. As a result, the encrypted representation of agents’ distance (in km) is as follows:

0–15

15–30

30–45

45–60

60–75

Agent_1

E(1)

E(1)

E(2)

E(25)

E(23)

Agent_2

E(1)

E(1)

E(1)

E(1)

E(2)

Agent_3

E(1)

E(1)

E(2)

E(26)

E(29)

Agent_4

E(1)

E(1)

E(1)

E(1)

E(1)

The final accumulated message in round 1 is shown below:

0–15
Result

E(1)

15–30
E(1)

30–45
2

E(2 )

45–60
11

E(2 )

60–75
E(213)

5.1 A toy-case experiment
In this experiment, the NSG submits an emergency event to
a community of four doctor agents. The NDP protocol is
then used to identify the doctor who is the closest to the
emergency. The doctor agents are assumed to be HonestBut-Curious (HBC), and there are no network or agent
failures. The agent community is organized into a simple
ring topology.
The experiment covers a hypothetic square area of
10,000 km2. The locations of the doctors and the emergency are chosen independently and uniformly at random
in the above area. Each agent chooses its random location,
and the NSG chooses a random location for the emergency
event. The NDP solution tries to find the nearest doctor
within a distance of at most 75 km from the emergency
location. The values of the internal parameters of the NDP
solution are K = 2 and z = 2, where K is the upper bound
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The decryption of the ciphertexts of the final message
reveals that the first non-empty interval is [15,30) and that
this interval contains two doctors. Since the number of
doctors in the first interval is equal or less than K, Phase 1
terminates. In Phase 2, the root node broadcasts the first
interval to all nodes. Every node with a distance in this
interval anonymously sends its exact distance together with
a random ID nonce (number used once) to the NSG.
The NSG receives the following two exact distances and
the associated random ID numbers:
½Dist ¼ 17:544817; ID ¼ 56770656
½Dist ¼ 25:797003; ID ¼ 45413392
The NSG finds that the minimum distance is
17.544817 km. In Phase 3, the NSG sends the random ID
nonce that is associated with the minimum distance to the
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root node, which in turn broadcasts this ID to the doctors’
network.
ID : 56770656
Finally, ‘‘Agent_1’’ realizes that it is the nearest doctor
and directly contacts the NSG to offer its services.
A snapshot of the application GUI during the experiment
is shown in Fig. 9.
5.2 The large-scale experiment
We also conducted a set of experiments with a gradually
increasing number of agents from 50 to 300 agents. Also in
this case, we assume that the doctor agents are Honest-ButCurious (HBC), and there are no network or agent failures.
The experiments were executed on a 100-Mbps network
with 30 workstations, each with a CPU Intel Core 2 Quad
Q8300 processor at 2.5 GHz and 2 GB RAM. The agents
were distributed evenly on the available workstations so
that each workstation ran at most 10 agents. Every measurement was averaged on 10 independent executions of
the experiment, each with different random values for the
location of emergency and the locations of doctors.
The network topology is a logical binary tree. The root
of the tree is the root node of the particular NDP computation. At this stage of the prototype development, the tree
topology is build by the NSG or by a Directory Service
(DS) where every active agent registers itself. Consequently, we do not rely on the Chord-like network to build
the tree topology as a full-blown implementation of the
NDP solution would do.
The measurements concern the execution time of each
phase of the NDP protocol and the total run time. We
present the results and derive conclusions about the efficiency and the scalability of the solution. In Fig. 10, the
execution times of a single run of Phase 1 are shown.
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Recall that Phase 1 may be executed more than once,
depending on how many doctors are found in the closest
non-empty interval. In this figure we focus on the time for a
single round of Phase 1. The total run time for all repetitions of Phase 1 in an NDP computation is taken into
account in Fig. 12 that presents running times of the
complete NDP computation.
From Fig. 10 we conclude that the execution time of
Phase 1 depends almost linearly on the depth of tree topology
of the distributed computation. For example, for an NDP
computation with 100 agents, the depth of the underlying tree
topology is dlog2 100e ¼ 7, whereas for computations with
150, 200 or 250 agents, the depth is dlog2 150e ¼
dlog2 200e ¼ dlog2 250e ¼ 8. The results show that Phase 1
scales well as the number of agents increases.
Figure 11a, b shows the execution times of Phases 2 and
3, respectively. For Phase 2, the results show that its execution time does not seem to depend on the number of
agents. This is rather expected, since the workload of Phase
2 mainly depends on the number of nearest doctors accrued
in Phase 1 and how fast these doctors can anonymously
send their exact distances to the NSG. The results of Phase
3 show that the execution time of this phase is dominated
by a broadcast operation, which in turn depends on the
depth of the virtual tree topology.
Finally, in Fig. 12 the overall results are presented. In
particular, the execution time of Phase 1 (of a single execution of the phase), Phase 2, Phase 3, the sum of the
previous times and the total time of the whole NDP computation are presented. Note that the total time may differ
from the sum of the three phases. This happens in cases
where Phase 1 has to be executed more than once within
the same computation.
The general conclusions of this large-scale experiment
are that the NDP protocol can be successfully performed on
a virtual tree topology and that, as expected, the execution
times seem to increase linearly with the depth of tree
16
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Fig. 9 A snapshot of the NSG (NDP Service Gateway)

Fig. 10 Execution times of Phase 1 with respect to the number of
agents
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Fig. 12 Execution times of Phase 1, Phase 2, Phase 3, sum of 3
phases and total time with respect to the number of agents

topology and thus logarithmically with the number of
nodes. Based on the design of the NDP protocol and the
above experimental results, we are confident that the NDP
solution can scale well to handle much larger communities
with thousands of nodes.

6 Discussion
The development, analysis and evaluation of the NDP
prototype confirmed the feasibility and the effectiveness of
the NDP solution. However, there are still important open
questions, technical and non-technical. A critical technical
issue is the robustness of the network topology against
failures. In a community with a large number of nodes, the
short-term or long-term failure of individual nodes or
network links will be a common event, and the P2P-based
network topology should be able to handle these failures. A
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lookup of the nearest doctor may take too long if the size of
the doctors’ community is large and the network is currently
recovering from some failure. Furthermore, a temporary
node or link failure, which becomes more likely as the
network size increases, can disrupt the whole distributed
computation. We believe that a fully developed network
platform based on Chord-like peer-to-peer networking
techniques can address these technical issues of the network
topology.
At the service level, the NDP solution could be
improved with a more appropriate distance metric. In the
prototype, we used the great-circle distance. However, for
inhabited areas, a much better distance metric could be the
time that each doctor needs to reach to the emergency
location. For example, a navigation software tool running
at the agents’ side could use the GPS location, updated
maps and possibly the current traffic conditions to calculate
an estimate of the time that the doctor will need to arrive at
the location of the emergency. Such a distance metric
would be much more effective for the NDP.
Another important point is that even though wireless
communication options like 3G, Wi-Fi and Satellite communications are now widely available, there are still
technical and economic issues. For instance, a personal
mobile device will have to regularly update the doctor’s
location at his personal data management agent. This may
cause the energy consumption of the mobile device and the
cost for the wireless data transfer to become prohibitive.
However, the current momentum of mobile device technology and telecommunications services predispose that
these issues will soon be overcome.
Finally, we would like to emphasize an issue, which
may not be technical, but is of equal importance for the
acceptance of a solution like NDP by real doctor communities or other communities that could use such a system.
Clearly, many individuals may not be eager to adopt a
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technology like the NDP solution in their everyday life.
However, such difficulties commonly exist for every new
technology. We believe that the doctors’ community
should not feel threatened in any way by an application like
the NDP solution, because:
1.
2.

3.

The privacy of each doctor’s location is preserved and
under the absolute control of the doctor.
The solution is simple and cheap enough to be feasible
even with current information and communication
technologies (ICT).
The benefits of an application like NDP for the public
well-being are practically immeasurable.

7 Conclusion
In this paper, we proposed the use of the current locations
of participating doctors for supporting services for the
public well-being. For this reason, we define the Nearest
Doctor Problem (NDP) and make a first attempt to present
an efficient privacy-preserving protocol for solving it. The
proposed scheme utilizes the doctors’ personal data (location) while ensuring their privacy. The protection of privacy is achieved by using cryptographic techniques and
performing a distributed computation within a network of
personal agents. Furthermore, we studied how our proposed approach can be applied under malicious users and
suggested possible countermeasures. For the feasibility of
our approach, we developed a prototype implementation
and confirmed the viability and the efficiency of the proposed solution by conducting a set of experiments with up
to several hundred doctor agents.
In our view, the NDP solution for offering help in case
of an emergency should be considered a complement to
existing emergency handling services. The NDP solution
would probably make a difference only in some cases of
emergencies. However, even a small number of successful
applications of NDP justify, at least in our view, the
approach.
A future direction for the improvement of our solution
could be to give a more precise security and privacy
analysis of our protocol. Even though only a small amount
of aggregate or anonymous information is leaked by the
intermediate results of the computation, a formal estimation of this leakage would be an important step for this
work. Even more interesting would be to obtain a solution
with no side leakage at all, essentially a secure multi-party
computation for the NDP. Finally, an interesting extension
of the NDP would be to require the location of the emergency to be private, too.
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